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Abstract 

Security issues and challenges is the major concern of data storage on cloud. The paper discuses 

the most recent vulnerable security threats in cloud computing, which will enable both end users 

and cloud providers to take necessary measures. In particular, the paper makes critical evaluation 

on various challenges that impede successful hosting of data on cloud such as lack of data 

confidentiality and integrity, inadequate policy to manage security threats, software vulnerability, 

inadequate access to client information, loss of data, breach of trustworthiness and cloud 

compatibility issue. .The paper aims to discover the most susceptible security threats and issues in 

cloud computing environment. Also, the paper provides some recommendations that will enhance 

the security challenges of cloud computing application. 
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INTRODUCTION  

The application of cloud computing is receiving fast recognition from various stakeholders due it 

importance. (Masud et al., 2012, Pocatilu et al., 2009, 2010a, 2010b, Greenhow, et al., 2009, 

Ramgovind, et al., 2010, Leavitt, 2009& Dong, et al., 2009). Cloud computing is an informal 

expression used to describe different types of computing concepts that involve a large number of 

computers connected through a real-time communication network such as the Internet (Carrol et 

al., 2012 and Leavitt, 2009). This means that Cloud computing is a type of computing that relies 

on sharing computing resources rather than having local services on personal devices to handle 

applications. Additionally, cloud computing can be seen as a computing model based on networks 

especially the Internet, whose task is to ensure that users can simply use the computing resources 

on demand and pay money according to their usage by a metering pattern like water and electricity 

consumption (Masud et al., 2012). Therefore, cloud computing can be referred as storing and 

sharing data over internet through various cloud application tools. The aim of this paper is to 

discover the most susceptible security threats and issues in cloud computing environment. This 

will provides an opportunity for stake holders to take necessary measures for enhancing security  

in cloud storage. 

 

TYPES OF CLOUD COMPUTING 
Some researchers reported that there are four types of cloud such as private, public , hybrid and 

community cloud(Kulkarni, et al., 2012 and Dillon & Chang 2010) reported).With slight contrast 
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other researchers reported that cloud include: private, public, hybrid and virtual private 

cloud(Zhang & Boutaba 2010).  In the other hand some studies carried out by (Ramgovind, et al., 

2010, Sabahi,  2011, and Ramya & Ramya 2013) reported that there are three type of cloud 

(private, public hybrid cloud). 

a. Private cloud: - this type of cloud is operated solely within a single organization, and 

managed by the organization or a third party regardless whether it is located premises or 

off premise (Dillon & Chang 2010).In slight contrast, it is used and own by an organization 

internally, anyone within the organization can access the data, services and web application 

except for outside users (Kulkarni, et al., 2012).Zhang & Boutaba (2010), reaffirmed the 

above assertions and added that, a private cloud provides the upmost degree of control over 

performance, trustworthiness and security.  

b. Public cloud: - this is used by the public cloud consumers and the cloud service provider 

has the full ownership of the public cloud with its own policy, value and profit costing, and 

charging model (Dillon & Chang 2010). Similarly, it is for the public where resources such 

as web applications and web services are shared over the internet for users. (Kulkarni, et 

al., 2012).Zhang & Boutaba (2010), confirmed the above authors and further that public 

clouds lack fine-grained control over data, network and security settings, which hinders 

their effectiveness in various commercial activities. 

c. Hybrid cloud: -This kind of cloud consist of two or more clouds (private, community or 

public) that remain unique entities but are bound together by standardized or proprietary 

technology that enables data application probability (e.g., cloud bursting for load-balancing 

between clouds (Dillon & Chang 2010). Likewise, it is reported by (Kulkarni, et al., 2012) 

Hybrid cloud is a combination of two or more clouds (public, private, and community) in 

which multiple internal or external suppliers of cloud services are used. In contrary to the 

above statements, Zhang & Boutaba (2010) reported that, hybrid cloud is a combination of 

public and private cloud models that tries to address the limits of each method. The further 

that it provides additional flexibility compared to public and private clouds. Precisely, 

hybrid cloud offers strong control and security over application data than public cloud. 

d. Community Cloud: - This type of cloud is operated by several organizations jointly 

construct and share the same cloud infrastructure as well as policies, requirements, values 

and concerns (Dillon & Chang 2010). The authors added that, the cloud infrastructure could 

be hosted by a third-party vendor or within one of the organizations in the community. 

Kulkarni, et al., (2012) equally, reported that it is a mixture of two or more clouds, which 

is shared among organizations for single reason (mainly security concern) and managed by 

third party or within. They added that its cost is less compare to public cloud but more than 

private cloud. 

SERVICE LAYERS OF CLOUD COMPUTING  

Cloud computing operate under three basic service layers which comprised the of Software as a 

Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS) (Ramya, 2015; 

Matthew, 2015; Masud et al., 2012;Pocatilu, et al, 2009;Kulkarni, et al, 2012; Pocatilu, et al., 

2010a;Ramgovind, et al., 2010; Dillon & Chang 2010 and Al Noor, et al., 2010). Each of these 

categories achieve a specific goal and support different outputs for organizations and individuals 

throughout the universe.  
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Software as a Service (SaaS) 

Kulkarni et al., (2012) reported that, SaaS is run by cloud service providers through internet and 

mostly used by organization. This assertion was supported by (Matthew 2015; Goel et al., 2011; 

Ramgovind et al., 2010 and Low, et al., 2011). Mathew and Goel et al., added that the applications 

are accessible from various client devices through either a thin client interface, such as a web 

browser (e.g. web-based email) or a program interface. Similarly, SaaS is a process by which 

different software applications are provided by the application service provider as a rental over the 

internet, leveraging cloud infrastructure and services released by Salesforce.com (Low, et al., 

2011). Likewise, Software‘s are provided as a service to the clients according to their requirement 

and enables the clients to use the services that are hosted on the cloud server (Shaikh & Haider, 

2011) 

Platform as a Service (PaaS) 
In this category, a client is provided with the ability to install onto the cloud infrastructure, 

consumer-created or acquired applications created using programming languages, libraries, 

services, and tools supported by the provider. The client does not manage or control the underlying 

cloud infrastructure (network, servers, operating systems, or storage), but has control over the 

installed applications and perhaps configuration settings for the application-hosting environment 

(Matthew, 2015). Similarly, according to Shaikh & Haider (2011)Clients are provided platforms 

access, which enables them to put their own customized software‘s and other applications on the 

clouds. In contrast to this Kulkarni et al., (2012) reported that PaaS is a tool (windows, LINUX) 

used by developers for developing Websites without installing any software on the system, and 

can be executed without any administration expertise. 

Infrastructure as a Service (IaaS) 
In IaaS, a client is provided with processing, storage, networks and other fundamental computing 

resources where the customer can deploy and run arbitrary software, which can include operating 

systems and applications (Shaikh & Haider, 2011 and Matthew, 2015). The customer does not 

manage or control the underlying cloud infrastructure (network, servers, operating systems, or 

storage), but has control over operating systems, storage and deployed applications; and maybe 

restricted control of select networking components (Matthew, 2015). In support of this statement, 

Low, et al., (2011) and Kulkarni et al., (2012) reported that IaaS is operated, maintained and 

controlled by cloud service providers that support various operations like storage, hardware, 

servers and networking. Low, et al., added that service providers own the equipment and is 

responsible for housing it. Stability and reliability of the IaaS is guarantee through hardware and 

software virtualization technologies (Dong, et al., 2009) 

CLOUD COMPUTING APPLICATION TOOLS 

The role cloud computing application in teaching and learning processes can be delivered in 

several ways. In an article written by Thomas (2011) on potential of cloud computing application 

in scholarship of teaching and learning found that Google docs and Microsoft SkyDrive are among 

the vital tools for effective delivery of knowledge. However, the limitation of the study is lack of 

an indication as which methodology was used. An investigation carried by Cachin et al., (2009) 
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on trusting the cloud confirmed the findings of Thomas (2011) and further revealed that Amazon 

S3, Amazone EC2, Google Apps, Nirvanix Cloud NAS and Apple Mobile Me are application tools 

for cloud computing. Mobile Me allows users to synchronous common applications that run 

multiples devices. Generally, these tools allow easy collaboration with colleagues. However, the 

authors argued that risk was involved over releasing control of client data and the availability of 

online service is the major concern due to downtime as reported recently with Google Mail, 

Hotmail, Amazon S3 and Mobile Me. The key drawback on this research, the proposed solution 

to security issue raised on cloud storage is yet to be implemented. In support of both Thomas 

(2011) and Cachinet al. (2009), a similar research carried out by Ramya (2015) found several cloud 

computing application tools such as Dropbox, Apple iCloud, Google drive, Microsoft One Drive, 

Amazon Cloud drive, and Box. These cloud application tools support cloud storage, file 

synchronization and collaboration. Dropbox is a modern workspace designed to reduce busywork 

for one to focus on the things that matter. 

A research conducted by Husain et al. (2010) reported Map Reduce is currently an evolving tool 

for cloud computing in handling large amount of data. The authors further outlined that Scholars 

and enterprises have applied Map Reduce technology for web indexing search, data mining and 

semantic web. According to the researchers Semantic Web technologies are being developed to 

present data in a more effective way which can be retrieved and understood by both users and 

machine. In another research conducted by Calheiros et al. (2011) developed a Cloud Sim toolkit 

for modeling and simulating extensible Clouds. It is a suitable research tool that can manage the 

difficulties arising from simulated environments. Therefore, it refers as a platform for modeling 

and simulation of cloud computing infrastructures and services. The study suggested future work 

that will incorporate new pricing and provisioning policies to Cloud Sim, to offer a built-in support 

to simulate the currently available Public clouds. In support of this finding Nurmi et al., (2009) 

built an EUCALYPTUS system which allow administrators and researchers to deploy an 

Infrastructure as a Service (IaaS) for user-controlled virtual machine creation and control upon 

existing resources. 

EVALUATION OF SECURITY CONCERN IN CLOUD COMPUTING PLATFORM 

One of the major concern of cloud computing is the safety of the data. Many researchers have 

revealed the security concern of storing data on cloud atmosphere (Pocatilu, et al, 2010a,Sabahi,  

2011,whycliff, et al., 2016, Al Zain, et al. 2012, Han & Zhang, 2012, Mathew, 2015, Cachin et al. 

2009, Minqui Zhou,et al. 2010, Ramgovind, et al. 2010, kresimirpopovic et al. 2010, Rewagad & 

Pawar, 2013, and Shaikh, & Haider, 2011). Despite the benefits of cloud computing for storing 

data, the cloud is not completely safe or trustworthy since it could be compromised or illegally 

accessed by an unauthorized third party. In cloud computing environment, security issues could 

be divided into four types: safety problems caused by virtual technology; root authority of the data 

center; data security and consistency; and problems prompted by modern technology (Han & 

Zhang, 2012). A similar study by Goel,et al.(2011)supported the above findings. 

1. Breach of Trustworthiness 

One of the biggest concern of cloud computing is the security issues of data because both data and 

the software are placed on isolated servers that is not guarantee from smash or vanish without any 
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cautions (Pocatilu, et al., 2010a, Sabahi,  2011 and sheikh & Haider, 2011). This finding was 

supported by Wycliff (et al., 2016) who revealed that data security has always remained a major 

issue in cloud application since data are scattered at various places all over the globe. Similarly, 

Al Zain et al. (2012), reported that in everyday computing, security is one of the most acute aspects 

to be considered and it is no less important for cloud computing due to the sensitivity and 

significance of data stored in the cloud. 

Recent studies reveled that stored data on cloud platform are liable to leakage by unauthorized 

users. In study conducted by Shaikh, & Haider (2011) on security threats in cloud computing that 

aimed to identify the most vulnerable security threats in cloud computing, revealed that the most 

concern security issues are data loss, leakage of data, client‘s trust, user‘s authentication, malicious 

users handling, wrong usage of cloud computing and its services, and hijacking of sessions while 

accessing data. Some these challenges are confirmed by Mathew (2013) who reported that cloud 

data is unreliable and customer lacks control on their data.  Shaikh, & Haider further reported that 

there is no security standards available for securing cloud computing. This point out that a lot of 

researches are needed to secure data on cloud storage. Studies conducted by Cachinet al. (2009), 

Minqui Zhou et al. (2010), kresimirpopovic et al. (2010) and Popović & Hocenski (2010) 

reaffirmed the above findings. Likewise, Kumar &Kumar (2013) added that data breaches and 

other attacks are resulted from negligent authentication, week password, and poor key or certificate 

management. This findings is supported by Chen et al., (2010) who revealed that password 

weakness is among the security challenge of cloud computing. Kumar &Kumar recommended that 

clients should use multifactor authentication and encryption to protect against data breaches. 

 

1. Lack of Data Confidentiality and Integrity 
Mathew (2015) examined the trends, benefits and challenges being encountered for adopting cloud 

computing in Nigerian Universities. An empirical research via questionnaire was used to generate 

data for the study. The study found challenges of cloud computing adoption in Nigerian University 

as shown in the table below 

Table 1: Challenges of using Cloud Computing Adoption in Nigerian Universities (Mathew, 

2015). 

S/N Challenges of using Cloud Computing in Nigeria Universities  % of Respondents 

1  Data insecurity  
 

89.3 

2 Unsolicited Advertising 64.6 

3 Lock-in 77.6 

4 Reluctance to eliminate staff positions 64.6 

5 Privacy Concerns 68.9 

6 Reliability challenge 64.2 

7 Regulatory compliance concerns / User control 80.0 

8 Institutional culture / resistance to change in technology 59.2 

From the findings above, data insecurity is the highest security challenge follow by regulatory 

compliance concern/user control. The study indicates that client does not have control over their 

stored data on cloud and this post major challenge.   
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In support of the above results, similar studies carried by Cachin et al. (2009), Minqui Zhou et al. 

(2010), kresimirpopovic et al. (2010) and Lin (2012) disclosed that there are various threats 

concerning cloud storage security which include: lack of total access to owner information, 

absence of proper control, inadequate compliance to the law governing cloud storage, lack of data 

integrity, lack of audit, privacy breach, and poor confidentiality. A study by Ramgovind, et al. 

(2010) on the management of security in cloud computing adoption confirmed the above findings 

and added that data segregation, recovery, investigative support, long-term viability and data 

availability are among the challenges of adopting cloud computing application. In support of both 

Mathew (2015), Minqui Zhou et al. (2010), kresimirpopovic et al. (2010) and Ramgovind, et al. 

(2010) a study by Rewagad & Pawar(2013) revealed that privacy, confidentiality and integrity are 

among the forefront of security issues in cloud and it demands a trustworthy computing 

atmosphere so that data confidentiality can be maintained. In contrast to above findings, a study 

by carried out by Goel et al., (2011) on the impact of cloud computing on ERP implementations 

in higher education, discovered challenges of implementing cloud computing for ERP in higher 

technical education such aselasticity complexity, superstructure emergence, technological 

bottlenecks, serializability and consistency, programming model; monitoring, analysis and 

building trust, mobility and provisioning. 

2. Inadequate Policy to Manage Security Threats 

Lack of proper policy to handling hackers is one of the major concerns of data storage on cloud 

and many studies have confirmed this statement. (Mathew, 2015, Kumar & Kumar, 2013 and 

Shaikh & Haider, 2011). This shows that cloud computing lacks proper standardization in their 

system of operationi. 

Similarly, ….(10 security concerns for  cloud computing) reported that the Service Level 

Agreement (SLA) between cloud providers and customers is not provided adequately.  The above 

findings agreed with Lin, (2012) who revealed that legal and contractual issues should be 

addressed. Dillon  & Chang (2010) confirmed Lin, that when customers migrated their core 

business functions onto their entrusted cloud service providers, there is need to ensure the SLA are 

adhere in terms quality, availability, reliability, and performance. 

 

3. Software Vulnerability  

Cloud is vulnerable. This means that it is possible to perform unauthorized actions by hackers in 

computer system. This statement is supported by Kumar & Kumar (2013) who reported that 

organizations share memory, databases, and other resources in close proximity to one another and 

this create new room for attacks. However, the study suggested that the vulnerabilities can be 

mitigated with regular vulnerability scanning, prompt patch management and quick follow-up on 

reported system threats. 

4. Inadequate Access to Client Information 

In study carried out by Mathew (2015) revealed that clients lack total control on their stored data 

on cloud. Also, it has been reported that data stored on a cloud service provider’s server can 

potentially be accessed by an employee of that company, and you have no control over it.ii Access 

control is a key concern in cloud computing, because an insider may attack client data which is 
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very risk. In early 2009 an insider was accused of planting a logic bomb on Fanny Mae server, 

which would have caused enormous destruction if launched. To manage the above problem Lin, 

(2012) reported that customers need to have full access to their data cloud. 

5. Loss of Data 

Due to measures taken by cloud providers, loss of data becomes extremely rare (Kumar & Kumar, 

2013).However, the authors reported that hackers have being permanently deleting data to harm 

clients business and cloud data centers are vulnerable to natural disaster. This finding is supported 

by Shaikh, & Haider (2011) who reported that one of the major concerns of cloud service is loss 

of data. Similarly, Chen et al., (2010) reaffirmed the above findings that one of the fundamental 

issues in cloud data storage that data is liable to loss. Kumar & Kumar further recommended that, 

adequate measures for data backup, off-site storage and disaster recovery should be adhere to best 

IT practice for business sustainability in case of any disasters. Mathew (2015) reported that data 

storage on cloud is unreliable. Similarly, Cloud Security Alliance (CSA) has reported that” attacks 

have surfaced in recent years that targeted the shared technology inside Cloud Computing 

environment.”ii 

 

6. Cloud Compatibility Issue 

Due to recent advancement of technology that involve in cloud computing, compatibility post 

issues that affect most of the companies. Challenge arises due to the fact that company would have 

to replace much of its existing IT infrastructures to make the system compatible on the cloud. 

However, using hydride cloud solves this problem. In line with this Popović & Hocenski (2010) 

reported that services provided by one cloud vendor may be incompatible with another vendor’s 

services, if a client decides to move from one to the other (e.g. Microsoft cloud is incompatible 

with Google cloud). 

CONCLUSION 

The reviewed found that there are number of security issues and threats on cloud storage such as 

lack of proper policy to govern cloud storage, inadequate access to client information, breach of 

trustworthiness, technological bottlenecks, lack ICT infrastructure, managerial problems, absence 

of qualified personal to manage ICT facilities/equipment, lack of data confidentiality and integrity.    

RECOMMENDATIONS 

 Mutual understanding and collaboration between cloud service providers and clients is 

highly needed for enhancing cloud security issues.  

 Adequate policy for handling cloud services should be provided to ensure safety and 

security of data on cloud.  

 Client should examine security policy before signing contract with cloud providers. 

 Client should engage end-to-end monitoring of data over the cloud. This will provide 

effective control of data by the customers. 

 The client should know the type of data encryption that will be applied on their data and 

control it. For instance there is different between WEP and WPA2.  
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